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NOTIFICATION OF TRANSMITTAL OF 
INTERNATIONAL PRELIMINARY 
UXAMINATION REPORT 

(PCTRtiloTl.l) 





Date of MaiUng 

{day/montii/year) 0 2 JUL Z0Q3 


Applicant's or agent's \'t)t reference 
BEN2PAU01P 


IMIXDRTANI* NOTinCATlON 


Iniemaiional appiicaiioii No. 
PCT/USO2/0O439 


TirteTiifliional filing Jale (day/oionth/yeor) 
09 January 2(X)2 (09.0 1.2002) 


Priority daic {day/nvrntfi/year) 
09 iaatiary 2001 (O9.0L2001) 



AppUcaiu 



BENNINGGHOFF III, CHARLES F. 



\. The applicant is hereby muined thai this liuernational Preliminary Examining Authority traminiis btfrewltli the 
iiuenulional prdiminary examination report and its annexes, if any. cstablislied on the iiiicmalionat application. 

2. A copy of the report and its anitexes, if any, is being transmitted to the Iniematiunat Uureau for communiuuitonto 
all the elected Offices. 

3. Where required by any of the elected Offices, the [ntemarional Bureau will prepare an English iranslation of the 
report (but not of any annexes) and will transmit such translation lo those Onices. 

4. REMINDER 



The applicant must enter the national phase before each elected OtTice by performing certain acts (filing 
translations and paying national fees) within 30 months from the priority date (or later in some OffkesXArticle 
39(l))(see also the reinindrr sent by the Inierrwiiwial Buri»aii with Ponr PCTHRf^O!). 

Where a translation of ihc iniemational application must be furnished lo an elected Office, that translation must 
contain a translation of any annexes to tlie international preliminary examination report. It is ihc applicant's 
rcaponsibiliiy lo prepare and furmeh auch ircuMlaiion directly to each elected Office concerned. 

For further details on the applicable time limits and requirements of the elected Olllces. see Volume II of the PCT 
Applicaiit's Guide. 



Name and mailing addrcjcs of the I PEA/US 
MvU Slop PCT. Athu IPEA/US 
Comintumrwf for l^nfai 
P.O. Box 1450 

Alexandria. Vrrginia 22il3 l4S& 
Pacsimiic t^o. (703)305-3230 



I Authorized officer 
>-f 



relcphotK Nu. 7U3-'iUS-4276 



Bauni^ Ronald 



Fonn PCTnPEA/416 (July 1992) 
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PATENT COOPER A.T10N TR1:ATY 

PCT 



INTERNATIONAL PRELIMINARY EXAMINATION REPORT 
(PCT Arrlde 36 ajid RiiJe 70) 



Applicani's or agiml's file reference 
BEN2PAU01P 



H)K FUKI HI ,R ACTION 



Sec Nouficoiir rn of TraitsmiUal of Inlenailiomil 
PreJiniirwy K^ajnuialifin Report (Forai PCr/l PEA/4 16j 



Inlerniitjan£l af^ticotuui No. 



liuenk'tJuikal niiii^ (Utc (day/fnonth/yetir) 
OQ ianwtfy 2002 (09.01 .2002) 



Priority Ja^e (duy/nwnth/ymr) 
119 January 200! (09.01.1001) 



IslwoaUcBul Puicm Clofisiricaiim (IPC) m luitinnal clasiifxcnticD and IPC 
lPC(7ji H04L/9/32 and US CI.:J?i_yTOl 



Applicant 
BENNir^HOFF. CHARLES 



). This iiiitirualional prelim biary cxaiiiiiiatirjii report has been prepared hy this International Preliminary 
Bxaminlng AuUJoriiy and is trunsmiued to die appiiuant according to Article 36. 

2. This REPORT consisit!! of a total of 3^ siheets» including this covei sheet. 



This report is also accoinpRnicd by ANNEXES, i.e.. sheets of the description, claims and/or drawings 
which have iTecn amended and are the basis for tZiis report and/or sheets conCaiuiitg recti (ications made 
before this Authority (see Rule 70.15 and Section 607 of die Admin ijitralive instructions under the PCT). 



Tlieso aiui&x.e» coiitiibt of a toud 



ofl8 



sheets. 



3. This report coiitaiiut tudicatiuas relaliog to Uic followinfi liemis: 

1 (3 Basis of il)e repoa 
n XD Prti»rity 

lii n Non-eslaMi«hmeni of report wiih regard to novelty, inventive aitjp smd industrial applicabilily 
IV I I Lacic of uniiy of invention 

V ^ Reasoned statement under Article 35(2) with regard to novelty, inventive .step iw industrial 

applicability; citations and explanations supporliug such siaiement 

VI 03 Certain documents ciieU 

VII n Certain defects in the inteniaiional application 

VIII 03 CertJdn ohservadons on (ho international application 



Date of siibmissloii of ilie demand 
08 Aiiput 2002 (08.(m.2ixy2> 



Name and iiuilliQ& address uf tin: IPEA/US 
Mail SUV PCT. Attn: ll*liA/US 
CuiiiuiSaaiuuii &m PiitaiU 
P.O. nu)l 1430 

Alexsn4ria. Vltylniu 2i3t'i-l4S0 
Faotimile No. (7Q3)3nS»323a 



Date of completion of this report 
1\ May 21K13 (11 .05.2003) 



Auduvizcd ofliccr 
Baum Knnnld 
Teleplmne No. 703*303-4276 



^OAi ^ 



Form PCT/IPEA/405» (cover slM:l)(July 1998) 
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INTERNATIONAL FRiSLIMINARY KXAMINATION RICl^RT 



} uLcnatioiul sppUcaUou No. 
l'CT/US02/n(M39 



L nasts of the report 



1 . Wiih rcgurd tu Iht: elcnicuts of the intemaiiona] appiicatitu:* 
the iatematlonal appHcaiioa as originally filed. 
^3 iSes^ripliun: 

pages ii^l , as originally filed 

pages NONE , Aled vritii Ihp demand 

pases 1^.5A , fiJed with Ihe btter of 20 May MXP a0.(a$.2003) 



iXl the claims: 

pages 3i»33 , as originally filed 

pages NONE as amended (togeiher with any stateineul) under Arlldc 19^ 

pages NONE , fiJed wlih the demand 

pages 3U3IA,32,33A.33B.33C.33D.33E.33F.33G.33H33I , fded with ihe Idler <tf 20 May 2(XB 

ao.OS.2003) . 



Ujc Uitiwlui^- 

pages 1 .2.'MS.8-a0.22'27 ^ as originally filed 

pages NONE , filed with the demand 

pages 3.7imd2l . fUed wifli Vhe IcUei of 20 May 200 3 QO.0S.2O03) 

I I Uie sequence listing part of the description: 

pages NONE ^ as originally ftled 

pages NONE , filed with the demand 

pages NONE , filed with the letter of 



2. With regard to the language, all Ihe dements marked ab(»Vti were available or Auuished to this Authority in die 
laijgua^e m which Uie intematloaBl application wuii fded« unless otherwiw indicated under thlii item. 
These elements were availat>Ie or lumle;hed to this Authority tn the foUowiag language _ which is: 

1 the language of a translation Airai^hud for the purposes of international seatvh (under Rule23.](b)). 
_j the language of publication of the inremational applicaiioQ (under Rule 48.3Ct>». 

I the language of tJie translation fiirnlshed for Uit; purposes of iiitemationai preliminary exaiDinatiun(uader Rules 

55.2 and/oc 55.3). 

3. With regard to any nucleotide and/or amino add sequence disclosed in Ibe international application, the 
inicmiiiiOQal preliminary examination was carried out on the basis of the sequence listing: 

I contained in the inlemationa! application in printed fonn. 

~] filed togetber with the intematinual application in computer readable form. 

furnished AUhsequenUy to this Authority in written fonn. 

I furnished subsequently to lliis Autlionty lu computer readable fonn. 

n 

The statement ftiat the subsequently luraished written sequence listing does not vtfi beyond die dLsdosure in the 
international application as filed has been furuislied. 

n The siatemeni that the infonnation recorded is computer readable form is Idendcal (o the wriiien sequence risling 
has been fiirnished 

4. 1^ Tlu: ameiidmenui have resulted in the cancellalinn of: 

I 1 the description, pages NONE 

die claims. Nos. K 
I I die drawings, sheets/fig NOWK 

5. This report bais been estabtished u if Citome of) tlic imoudinenu hud not been made, xinee they have been convidered to mo 
beyond dte disdusuns as fdcd. as indicated in the Supplemental Box (Rule 70.2(c)).** 

* HepUicefuent sheets wfdeh tiavt teen fknmhed to ihe reteMng Offtct in response u> an invitaHon imder Arade 14 are referred to in 
this report as "originally filed" and are nnf annexed to this repnrt since they do not eoMoin aiMndmenis (Rtdes 70.1ft and 10. IT}, 
Afiy rephcement sheet conJiiinlng such utnendnwnts nrnxt be referred to tmder item I and annexed to this report. 



Vomx PCT/IPEA/409 (Dnx 1> (July 1998) 
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INTERNATIONAL PRELIMINARY EXAMINATION REPORT 



liRernatitimi application No. 
PCTAJS02/O0439 



V, Reasoned statement under Rule 66.2(a)0l) with regard to novelty, inventive step or Industrial applicability; 
citations and explanations supporting such statement 

1. STATEMENT 



Novelty (N) 


Qaims 




YES 




Oaims 


NONE 


NO 


Inventive Step (iS) 


Qaims 




YES 




Clatnu 


NONB 


NO 


Industrial Applicability (f A> 


Qaims 


I.13.15-B2 


YES 




Qaims 


NONn 


NO 



2, CITATIONS AND EXPLANATIONS 

Claims J-13.15-82 meet ilw criteria sel out in PCI* Article 33(2)^(4), because ihc prior art docs mil icach or fiiirly suggest ihc 
creation of an electronic ccnificatc of service as an encrypted file in tncryptol PDF fonn thai is ilicreforc prinlable, hut cao'i be 
modiried. 

Claims meet mausuiai appUcabiiUy as denned by PCT Anlcie 33(«l). The use of a uniwy sysicm for me cerunabic 

delivery of electronic packages is useful for secured imemci conmietcc. 



Form PCr/]P£AM09 (Box V) (july J998) 
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i(;ea/us2 0 m-^vm 
I 

PROOF OF SERVICE - ELECTRONIC (PG8-e} 

Cro68-Rttference to RelatMl Applications 

This appflcatiort claims the beneiit of provisional patent application no. 
5 6(V!260.764 filod on January 9, 200t and of provisional patent application no. eO/340,666 
filed on December 7, 2001 . 



BACKGROUND 

Field of Invsnllon: 

10 y This invention relates generally to a unitary system for tho delivary o/ 

" jB^^lihbnic Packages, such as email messages and attad^menta that are attached to the 
metisage. and describes: (a) a meihoa and apparatus that provides a sender of email a 
unique and novel independent service io prove that the message and documents attached 
to the omoil, if any« were trar^mtlled and received by llie inkendad recipient, and to provide 

15 a duplicate thereof upon query; and (b> a computer method and system for Submission 
and Transmission of an EJaclronic Packagds ("EP*) pureuont to vorying format 

requirements and serving the same EP and. additionally* Irar^ittal infomiatfon. 

Description of Related Art. 

Although there are numerous patents involving email, none of the patents 
20 known to this inventor disclose a method and apparatus under which an Independent entity 
slands as a certifying authority for the fact lhat an Beclronic Package v^as transmitted by a 
named person and received by a named person, all as set forth in this patent appJication. 
Further, the Inventor is unaware tit any patent that provided lor the unitary delivery of 
Beclranio Packages. 

25 Many callings require that a document be transmitted to a recipient and that 

the transmission be attested to. For example, in the medical field, a medical staff must 
transmit claims to an insurance company based upon sonrtcos rendered on behall ol the 
compai>y*e liv»ured. In Uie leyat Held, documentQ must be served upon partieo. ond a 



Sheul t • 



AMENDED Sl^^ 
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DEFINITION 3 

ThB following defir^tlons will apply throughout thb patent application: 

ALN Array o1 Logical Nomendaturr.s is an assemblage of designated 
elections of Ofgan}2allon(s) and/or Rflcipieril(s) in a manner, and style, whereby the 
5 Sender can commil to oonsummatlng a Trnnsactlon by selecting one of the arrayed 

collected entries. 

Cerltficate A Cer^tlcate is either E^ctronic. or (b) Physical 
CERTIFYING AUTHORITY is the group of PoS-e personnel wtw audvt a 
Sdoure Pilo Storage Setver 400 pursuant 1u a Rui|ulslUon lor the production Of a 
10 Physical CertiHcate and a duplicate of a Message and Attachmentfs). if any, and 

preferably consists of lha Chiol of Information Tcohnology. lha Chlot Operating 
Officer and the Custodian of Records. 

CORE - Is a "Colledod OrganlTaticn/Recintsnl Entry*; f. a., an aulomated 
association made by the EPS when a Sender links an Orgarv2ation with particular 
15 Reclplem(s) in completing a Transaction. 

Electronic Certificate An Bectronic Certificate ("ES")( is automatically sent 
after a message has bean transmitted through the servers of PoS-e, and said E5 Is 
electronically delivered to both the sender and the recipient. 

ElectronlcaUy - Etectronically means to be sent or received, over the world 
20 wide web. 

Entitled Person An Entitled Person Is either the sender or recipient, or any 
other person authorized under applicable law, to receive a copy of the Certilcato 
issued by the Responsible Person. 

EP _ an •■Electronic Package" consisting of internet packets arising from 
26 transmitting disparate file lypes over the WWW. 

EPS - Qectfonic Package System, the current Invenlton, which Is a system 
as defined, illuminated and descflbed herein. 

GUI A GUI is a "graphical user Interface", or the part of a computer program 
by whicli a user may exploit the features bulU Into the underlying software program. 
30 In Camera Koy (herain somallmes the "ICIC) Ir thA nncryprad key 

maintained solely by the Certifying Aulhorily and with which the Digital Certmcate 

5(heet&- 
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PCT/US 02/00 



Gmhafld©dmtoti\9BecUonlcC«rtififla»D wpi jporcd as deacriEaa Win. The 
mean'mg o\ "In camera" la "sacref or ;'priva<B . 



Sheet 5A- 



AV.:NDED SHEET 
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PCT/us 02/004^9 

Whatitciaimfld 1^! 

1 . A melhod lor verifiabfy transmitting an ©lecirof lic packaae from a sender to a 
redplent through a cartltying authority via a public cominur^lcafions network, the method 
comprlaing the steps of: 

receivtng an elecUonic package thai Is transmillefl from the sender to the certifying 

authority via the public communications network; 
storing panicuiare relating to the electronic package on a server operalad by the 
certifying authority for use in (ater verifying the partkuiars relating to the 
electronic package; 

. delivering the electronic package from the certifying authority to the reclprent via the 
pubtic com[nutiIcallons network; 
generating an encrypted hash value based on the particulars relating to the 
elootronio paokage ond the ddHvery th«irtio(» the encrypted hash value 
uniqoety Identitying the particulars reiating to the electronic package and the 
dRiivp.ry thereof; 

creating an elactronic certificate of service as an encrypted (fie that is printabfe but 

not modifiablo: and 

trar\smittfng the electronic certlltcate ol sendee (rom the certifying authority via the 
public conimunications network, the electronic certlticale ol service inblu^ng 
' the particulars relating to the electrontc package and the sncrypted hash 
value as verification of the content and delivery of the electronic package 
from the certifying authority to the recipient. 

2. The method of Claim 1 further comprising the step of storing the etecCronic 
packaae on the server operated by the certifying authority for use In later producing a 

25 duplicate of the eteotronic package, 

3. The method of Claim 1 wherein the electrdnlc package comprises an email 
message. 

A. The method ol Claim 3 whorain the eiectronic package further comprises an 
email attachment. 

. ^heotSI 



10 



16 



PAGE 62/79 • RCVD AT 7ffi/200S 8:02:27 PAA [Eastern DayOgM TUne] * 8VR:USPTO-EFXRF-1/1 * Dt«I8:8729306 * C8ID: - DURATION (min-ss):24-26 



PCT/Ub02/004^c 



6. The method o« Claim 1 wherein the electroni. package comprtses a ascii Be. 



.Sheet 31 A- 
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PCT/US02/0043? 
lPEA/US2 a MAY 2003 

i 

6. The method o< Claim 1 wherein the etecUonIc package comprises a binary file. 

7. Th© method ot Cla>m 1 ^whoroin tho particulaia suiToundlng llw eluohuiilu 
package comprises date and lima c1 lransm\3sion; 

8. The method of Claim 1 wherein the particulars surroimdirig the eletstronic 
5 package comprises Identity of sender and Identity of recipient. 

g. The method of Claim 1 wherein the partlcvitars £:itrroijndtng the electronic 
package comprises an email address of sender and email aihlres;^ of rer.ipient. 

10. The method of Claim 1 wherein the particulars aunouncfing the electronic 
package comprises maximum numtier ot days within which to deliver the electronic 

10 paL^uyts lira loClplotlL 

1 1 . The method Of Claim 10 further comprising the atep ol informing the sender, in 
evtsnl Ural deiiveiy wti& not made to ttio iocipiant witNn Uio maximum iiumbei' of days. 

12. The method of Claim 1 wherein the paiticulara sunrounding the electronic 

pMukjdvftf coriiprl6«« o dolo thiQugh which lh<^ dificlronio pocluige 13 to bu otorud by tt)U 

15 certifying authority. 

13. The method of Claim 1 wherein tracked message includes an email massage 
and an email attachment and wherein the particufani surrounding the electronic package 
oompilses idaritity of sender, email address ol semler. idenlily of recipient, email address 
of recipient, date ol transmission, time of transmission, length of the emaif message, name 

20 of the emalt attachment, and size of the email attachment. 

15, The method of Claim 1 wherein the step ot creating tho electronic ceitiRcale o! 
service creates an encrypted PDF file that Is printable but not modifiaWe. 



Sheet 32 • 
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23. Th0 methott ol Claim 1 wheroin tlio otectronto oortlficote of sefvico 
comprises an email massaga. 

24. The method ol Claim 1 wherein tho olectrortc certlficafe of senrica 
• comprises an email attachment. 

25. The method of Claim 1 wherein the electronic certificate of service 
comprises an ASCII file. 

26. The method of Claim 1 wherein the sleclronic certificate of sen^ice 
cotnpilsiis^ a binary Ule. 

27. The method ot Claim 1 wfierein the particulars surrounding the 
electronic cartlflcate of service comprises the electronic package; 

2B. The method of Claim 1 wherein tiid paiticulaie surrounding the 
electronic certificate of service comprises date and time of transmission. 

29. The method of Claim 1 wherein the particulars surrounding the 
electronic oortiflcate of aervice comprises identity of Sender and Identity of 
Recipient. 

30. Tho method of Claim 1 whnrRin the partlajlarjs sun^undkig the 
electronic certificate of service oomprisas an emaB address of sender and 
email addresG of recipient. 

31 . The method of Claim 1 wherein the particulars sunx>unding the 
hash generated by the In camera key la embedded in the etectrontc certificate 
ol sennca in a manner that Is not visible, but are diacamabte electronically. 

^ 32. The method of Claim I wherein the particulars surrounding the 

electronic cortiflcato of service comprises a maximum number of days within 
which to deliver the eleclronlc package to the Recipient. 
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I 

33. The method of Ciaim 1 wheroin the pafticulaTS sunouiidiny iho 
elBctronic ceiliflcale of service compfises o system lo laenerate an electronic 
certificate as a "certtlicale of non*jservlce*. 

34. The method of Claim 1 wherein ihe particulars surrounding the 
electronic certilicate of service comprtsaa a system that transmits e certificate 
of non-service to Ihe SerKlsr and other designees. 

35. The method o( Claim 1 further comprising (he step of vorifyir^g an 
encrypted hash value found in an electronic certlficaio of service that has 
boon quootlonod by trancmlUlng Iho oncryplod hooh vqIuo to tho Corlifying 
Authority; with the Certifying Authority utilizing Us secret in camera key to 
compare the hash received with the records of the Certifying Authortty. 
thereby determining If the eJecttonic certificate of sen/ice is connect* 

36. The method of Claim 1 wherein tho step of creating the electronic 
certiflcete of se/vice as on encrypted HU* Ir ;qonompllshed by rendering the 
particulars into an encrypted PDF file that Is printable but not modifiat>le. 

37. The method of Claim 1 wherern the step of creating the electronic 

certtDcate of service as an encrypted file ts accomplished by creating an 
encrypted HTfy/IL liUt Uiat Is prtri1at3le but not modifiable. 

36. Tho method of Claim 1 wherein the step of creating the eteotronic 
certificate of service as an encrypied Hie Is accomplished by creating an 
encrypted ASP file that is printable but not modifiabte. 

39. The method of Claim 1 wherein Ihe slap ol creating the oloctronfo 
certificate of soivice as an encrypted file is aocomptishod by creating an 
encrypted graphic file <such as glf, ftjg, png, bmp, etc.) that is printable but not 
modifiable. 



.t Sheet 33B- 



AMENOED SHEET 



PAGE 66/79 ' RCVD AT 7/g/2005 8:02:27 PM [Eastern Daylight Time] * 8VR:U8PTO<EFXRF-1/1 * DN18:8729306 * C8ID: - DURATION (mm-5S):24.26 



PCT/US 02/ 00 4,3 < 
IPEA/USji O MAY iZpi 



40. The method oi Claim 1 wheroin Uie slop of croDlIng tho atodronic 
certificato of sendee as an encrypted file is acccmpClshed by creaUng an 
encryplod ASP file that Is prtnlable but nol modiflablo. 

41. The method of Claim 1 wherein the step of c^eatir^g the electronic 
certirtcate of servtce as an encrypted tDe Is accittnplistted by creatiriQ an 
encrypted .NET file that is printable but not jnodifiable. 

42. The method of Claim 1 wherein the step ol creating the electronic 
certificate of sendee as an encrypted file Is accomplished by creating an 
encrvptad XML file that is printable but not modifJabJa. 

43. The method of Claim 1 wherein the particulars surrounding the 
electronic certificate of service comprisos a date through which the electronic 
certificate of service is to be stored by the certifying authority. 

44. The method of Claim 1 further.comprlsing Ihe step of notifying the 
recipient via ihe pubfic communications networh that the etactronic package is 
available for plclcup from the server operatad by the certifying authority. 

43. TliB rritiUJuO uf Cliitiri I wliuielii tlm :»ltTp nuil/yliicj Urn mct:iivoi 

that an electronic package is avaliabte to the receiver Is fegafly presumed to 
have boon doltvory by vtrtuo of Bonding (h« en email notification thereof to a 
valid email address associated with the recipient. 



. Sheet 33C- 
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PCT/US02 /004,3}t I 

TPSTO 0 mf m i 

4fi. A maihod Cor crealing, delivering, and au hBntloating an oloctronic 
carOficate o1 &en/ice contained in an encryptB<l (i)e, tia\ is prinlabla, but not 
mocliflaDia, wnicn certiticaia proves the confidential find secret reneipt, 
storage and transmission oi an elaclronlc padcage fi om a Sender to a 
Receiver through a Certifying Authority via a eiectror^c communications 
nelwort^, the method comprising the steps ol: 

receiving an electronic package (e. g., an email and altachmanls) that 
Is transmitted In secrecy (even from die Ceniiying Authority) 
from the sender to the certifying authority's secure server via a 
public communications network; 
rendering the electronic package Into particulars: 
storing on the system's secure servers the electronic package and lis 
porticular^ in secrocy (oven from the Ceriifylny AuUiCrtlty) iui usu 
in later verilyiny the pafticulars relating to the electronic 
pac)<age; 

storing on tho cyctom'o aooure servers (he Bloctronlc package In 
secrecy (even from the Certifying Authority) to fonvard in 

olArtrnnic iormat to sin »ueiorizod porcon at a lator (3u\o; 

requiring the Receiver to affirmativety respond to Infoimation sent to 

her that an alectronlc package is availabte tor detivery by 

proceeding to a secure server: 
delivering the electronic package Irom the Certifying Authority to the 

recipient in secrecy via the public communications network, in a 

manner that allovva only the Recipient to receive the eiectrontc 

package: 

delivering the electronic certcncate ot sen^lce arter ttte uiduiiuniu 
package has been dalivered to the Recipient via the public 
communications network In a manner that allows only the 
Sender, Recipient and named designees to receh/e a copy 
thereof; 
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employfng a Cenlfying Aumorily thai uses a secret and contidentlal in 

camera key to generate an encrypVec I hash value based on the 

particulars relating to tha electronic p?ici(age and the detlvery 

Uiert^uf, whiut) hash Is emtiedded In. and becomes an Integral 

and unalterable pari of, the oleclronic gertiftcate of service; 
ftocroily transmitting tho aloatronfo osrtirioota of aervlce from the 

Certitylng Aulhorily vfa the public communications network lo 

authoTizad per5u>ns. the electronic certiricata ol s&rvice Including 

the particulars relating to the electronic iMcKage and the 

encrypted hash value as vBrificaliori ol the content and delivery 

of <ho eleotronic packago Irom tho Cortlfytrig Authority to tho 

Recipient; and 

verifying, by the Certifying Authority, upon request to do so by an 
. authorized person, utilizing the secret and conlldenlial In camera 
encryption key. that the particulars staled on a protlered 
certificate of service are idanlical to IhA particulars of thn snnrHt 
electronic package stored on the secure server ol the Certilying 
Authority, thereby authenticating whether, or not. a proffered 
cenincate js true ana correci. 

47. The method of Cteiim 46 wherein the electronic cehlflcate o! 
service comprises an emafl message. 

48. The method of Claim 47 wherein the electronic certificate of 
service comprises an emaB attachment. 

49. The method of Claim 46 wherein Ihe electronic certificate of 
service compnses an A^iUii Mb. 

50. TYie method of Claim 46 wherein tho electronic certlffcale of 
service, comprises a t>mary lue. 

51. The method of Claim 46 wherein the partculars sun^ounding the 
^ectronic certiftcate of service comprises Ihe efactronlc package; 
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52. Th« method oF Cloim 46 wharein the part cutars 5Unoundlng Itie 
electrontc certificatB o1 service comprises date and line ol transmission. 

53. Tlie method of Claim 46 wl^ereln the pan iculara auirouncSng the 
electronic certificate of sendee comprises tdentily of Sender and Identity of 
Rec<pient. 

54. Tha meltiod ul Claim 46 wherein the particulars aurroiindjno the 
electronjc certificate ol serSrice comprises an emaK cvil.iress ol sender and 
emaU address of recipient. 

55. The method of Claim 46 wherein the particulars surrounding the 
hash 9er>flrated by the in camera key is einl^eUded In the atecironlc certlttcale 
of servicG in a manner thai 1$ not visible, but are discemable etectroni catty. 

56. The method of Claim 46 wherein the particuiars surrounding the 
electronic certificato of service comprises a maximum number of daye within 
which to deliver the electronic package to the Recipient. 

57. Tho molhod nl Ctaim d6 y^M^roln Iho paKiotilar^ curmur>dir»g <h« 

sleclfonic cerllficata of service oompiises a system to generate an electronic 
certificate as a "certificate of non-senice". 

56. The method of Claim 46 wherein the particulars sunrounding the 
efectranic certificate of service oomprises a systam that transmHs a certificala 
of non<sen^ice to the Sender and other designees. 

59. TiiD method of Claim 46 turlhar comprising the step of verifying an 
encrypted hash value found in an electronic certillcate ot service that has 
been questioned by transmitting the encrypted hash value to the Certifying 
Authority; w^th the Certifying Authority utilizing its secret In camera key to 
compare the hash received with the records of the Certifying Authority* 
thereby determining if the electronic certiflcQte of service is oorrecL 
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SO. The method of Claim 46 wherain the stop ot crealiny the electronic 
certificate of service as an encrypted file is accomplished by rendering the 
particulars in\o an encrypted POP flla that Is printable but not modifiable. 

61 . The method o1 Clatm 46 wherein the .step of creating the electronic 
ceniflcaie ol sen/ice as an encrypted tile is accontpltehod by creating an 
encrypted HTML file that is printable but not modifiable. 

62. The method ot Claim 46 wherein the slop of creating the electronic 
certificate of service as an encrypted fife is accomplished by creating an 
encrypted ASP file that is printabie but not modifiable. 

63. Tho method of Claim 4C wharain the step gl creaiing the electronic 
certificate ol service as an encrypted file is accomplished by creating an 
encryptad oraphlc fi\a (vuch as gH, jpg. png, bmp, etc.) ttuit is printable but nU 
modifiable. 

64. The method of Clatm 46 wherein the etep of crealk^g tho electronic 
certificate of sen/ice as an encrypted Hte Is accomplished by creaiing an 
encrypted ASP roe thai is printable but not modifiable. 

65. The method of Claim 46 wherein the step of croatlng iha Riecrronir: 
certUicato ot sendee as an encrypred m is accomplished by creatliiy w\ 
encrypted .NET file that is printable but not modifiable. 

66. The method of Claim 46 wherein the stop of creaiing the electronic 
oertlftcate of service aa an encrypted tile Is accomplished by creating an 
encrypted XML lite that is printabto but not modifiable. 

67. The metliod of Claim 46 wherein the particulars surrounding the 
electronic certincate of service comprises a date through which tho electronic 
certlflcale of sendee is to be stored by the certifying authority. 
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68. ThB mothod of Clafm 46 further oooiprising the step of notifying the 
recipient via the public communications network that the electronic package is 
avaitable for pickup from the server operated by thR cerllfyiny authority. 

69. The method of Claim 46 wherein the step of notifying the receiver 
that an electronio package is available to the receiver is legally presumed to 
have been deltvaiy by virtue ot sending the an email notification thereof to a 
valid ematt address associated with the recfptsnt. 

70. The method of Claim 23 wherein the amount ol recipient data . 
transmitted by the sender is reduced through a unitary pacl<age using the 
following steps and otherwise aUowsthe Certifying Authority to aocomplfsh a 
plethora of 'hidden" functions such ss ideritlty verification: 

the assignment to the user of the system a unique sender rdentiTicanon 
fomnat; 

the simultaneous creation ol coilecled organization, or rectpfent, 
entries, corresponding to the organization, or recipient, 
nominated by the sender, 

automotloally- mapping by tho oyatom on coouru vutvor uf ttM> 

sender^s td^lifiers; 
abbreviating of the collected organization, or recipient, cntriea 

attributable to the sender; 
presentation to the sender, upon a subsequent use, of the abbrevtated 

collected organization, or recrplent, entries for selection by the 

sender without the need to transmit any inf onnation. 

71 . The method ol Claim 70 wherein the sender uploads a formatlod 

Uct of oi^anizatiafi. or roHplont. nntry infnmvttinn AUCh aS oraanlzation. 

recipient name, and email address. 
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TP., The method o1 Claim 23 whorotn a dIgMal bI( mature is aoouroly and 
SBcretiy verilisd. through Ihe use of an In camera (secre-0 key. using a 
signature checking facility located on a communications network acceAsible 
€Olely by a Certifying Authority. 

73. Tne method of Claim 72 where the public ix>mmunk:atior>s network 
is the world wide web (/ntemet). 

74. A method for allowing various file iran&fer protocols to ba used by 
a computorto save electronic packages from a secure server when a 
computer operating system, or adjunct thereto, disallows a download Irom a 
public communications network. 

75. The method of Claim 74 using a |ava applet. 

TS. T>*» mathnrl nl r*:laim 7 A ueino dlrart rlnvimlnAri 

77. Tho method of 74 using DiractX. 

78. The method o\ 74 using encrypted email. 

79. A method for allowing various fllo transfer protocols to be used by 
a computer to save olaclronrc packaoes from a RCtratrA Aerver when a 
computer operating system, or adjunct thereto, disallows flie use of 
executable based on the Java language. 

60. The method of Claim 79 using direct download. 

81. The method of Claim 78 using DirectX. 

82, The method o1 Claim 79 udng encrypted email. 
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RECEIVING ELECTRONIC PACKAGE 
FROM SENDER 



A Stariof > 









SEWOtR RfcQUESTS WE5 

PAGE FOR SENDIhKi 
ELECTRONIC PACKAGE 20 
VIA HIS WEB BfKJWSER 








DISPLAY DATA ENTftY OBJECTS 
CTFXT FNTTRV FIELDS. SeLECTlON 
BOXES. BUTTONS. CHECKBOXES. 
ETCO ON SENDERS DISPLAY 601 BY 
SERVANG WEB PAGE TQ SENDER'S 
WEB BROWSER 

SEC MGL/RE 7 








SENDER COMPLETES FORM 
F5CLDS. SELECTS DESIRED 
OPTIONS, AND PREPARES 
ELECTRONIC PACKAGE 20 
COMPRISING TEXT 
MESSAGE AND 
ATTACHMENTS (IF AMY) 






r 




SENOEK IKAN5>MUS THE 
ELECTRONIC PACKAGE 20 T< 
THE P«S-e SYSTEM 10 BY 
CUCKING THE -SlJBMir 
BUTTON 





EXEMPLARY FORM FIELDS INCLUDE: 

(A) RECIPIENT'S NAME 

^B) RECIPIENT'S EMAIt 

(C) SUBJECT OF MESSAGE 

OJl rtXT OF MESSAGE 

IE) DESCRIPTION OF ANY 
\ ATTACHMENTiS); AND 

(F) FILE LOCATION OF SUCH 

ATTACHMENT(5) 

EXEMPLARY OPTIONS INCLUDE: 

(A) STORE TRANSMISSION DATA 

(B) STORE VALIDATION 

(C) STORE ATTACHMENTS 
to) TRANSMIT AODiTlONAt 
CERTIFICATES TO NAMED THIRD 
PARTIES 

3 (E) SELECT PERIOD OF SFORAGt 

(F) INSERT SPECIAL INSTRUCTIONS 

(G) ENCRYPT 

Oi) ACCEPT TERMS OF SERVICE; AND 
0) ACCEPT OBLK5ATION TO PAY 
ACCORDING TO THE PUBLtSHEO 
TARIFF 



T 

TO FIG. 1 



FIGURE 3 
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CREATING AND TRANSMITTJNG 
ELECTRONIC CERTIFICATE OF SERVICE 



FROM FIG. 5 



i 



GENERATE ENCRYPTED HASH VALUE 120 
BASED ON THE PARTICULARS RELATING TO 

THE DELIVERY 1 1 1 AND CONTENT 1 1 2 OF 
THE ELECTRONIC PACKAGE 20 AND BASED 

ON AN "m CAMCRA KCY" MAINTAINED ONLY 
BY PoS-e . 



-171 



CREATE THE ELECTRONIC CERTIFICATE OF 
SERVICE 1 10 IDENTIFYING THE 
PARTICULARS RELATING TO THE THE 
DELIVERY m AND CONTENT 112 OF THE 
ELECTRONIC PACKAGE AND THE 
ENCRYPTED HASH VALUE 120 



TRANSMIT THE ELECTRONIC CERTIFICATE 
OF SERVICE no TO THE SENDER. THE 
RECIRENT, AND ANY SENDER 
DESIGNEES^ 



-172 



SEE FIG. 12 



-173 



A ENOOF N 
^ JRANSACTIOW / 



FIGURE 6 
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From 
19 



Recipient's System 



Server System 

Reaptent Is trensmiRed an £P conslsUng of 
(OsparatB Nes as attachments to an nnmir 

1202 



Racipl&nl's 
Soroon 



Manual OpcRHion 

Did the Redplent'G Email CDanl have 
realdsnt AVP. and If so. wa& a nta strtppad 
from \h» EP transmiUvd wltfi Iho omnfl? 
'Yes* or ^tio', it Yea. Redptent follows 
prmtdad link. 

1204 





Tha emsU 1202 has 




insu\icOon9 regarding 




files stJipped by AVP 




link to lollow. 











1/ yes. present 
apDial doMnload. 
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